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Background Information

« What are graph mining algorithms?

Chemical Compounds Program Flows
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Background Information

« What are graph mining algorithms?

Graphs are everywhere

But how to benefitfrom the knowledge encoded in these networks?
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Background Information

« What are graph mining algorithms?

Social networks
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Background Information

« What are graph mining algorithms?

Jack becomes a new user of the social
networking platform.

Social networks
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Background Information

« What are graph mining algorithms?
Jack becomes a new user of the social

networking platform.

Who should be recommended to
him?

Social networks
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Background Information

« What are graph mining algorithms?
Jack becomes a new user of the social

networking platform.

Who should be recommended to
him?

Jack chose to become a friend of Sarah
and Erastus in the first week.
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Background Information

« What are graph mining algorithms?
Jack becomes a new user of the social

networking platform.

Who should be recommended to
him?

Jack chose to become a friend of Sarah
and Erastus in the first week.

Who else should be recommended
to him?
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Background Information

« What are graph mining algorithms?

Graph mining algorithms are algorithms that
extracts information encoded in the graph
data to facilitate our understanding (on these
graphs) and gain benefit on various predictive tasks.

* Who are potential
friends?

« What will the
properties of this

Graph Mining chemical compound
Algorithms

be like?

* Which part of the

protein accounts for
1ts interactions with
other compounds?
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Background Information

« What is fairness?
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Background Information

« What is fairness?

Fairness is a vague notion: there is no specific criterion defines
how to determine whether fairness has been fulfilled [1].
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Background Information

« What is fairness?

Fairness is a vague notion: there is no specific criterion defines
how to determine whether fairness has been fulfilled [1].

Equality

For example, it depends on the specific application scenario to
determine whether “Equality” or “Equity” should be considered as fairness.
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Background Information

« What is fairness?

Despite the lack of specific criterion for fairness, we could still
study fairness in algorithms: there are various existing fairness
notions based on people’s awareness.

Fairness in Graph Mining: Metrics and Algorithms



Background Information

« What is fairness?

Despite the lack of specific criterion for fairness, we could still
study fairness in algorithms: there are various existing fairness
notions based on people’s awareness.

Application
Scenarios

Fairness in Graph Mining: Metrics and Algorithms



Background Information

« What is fairness?

Despite the lack of specific criterion for fairness, we could still
study fairness in algorithms: there are various existing fairness

notions based on people’s awareness.
|:> Various fairness
I:> notions

People’s
awareness

Application
Scenarios

Fairness in Graph Mining: Metrics and Algorithms



Background Information

« What is fairness?

Despite the lack of specific criterion for fairness, we could still
study fairness in algorithms: there are various existing fairness

notions based on people’s awareness.
|:> Various fairness
I:> notions

People’s

awareness ! ]
i i

How to realize them

i
i in algorithms?

Application
Scenarios
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Background Information

« What is fairness?

In the realm of graph mining...

Graph-based
application
scenarios

I:> raditional & Nove
g fairness notions

People’s

awareness ! ]
A N
‘ ‘ * How to realize them
|

in graph mining
algorithms?

HH
LLL
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Fairness Notions and Metrics

A taxonomy of commonly used algorithmic fairness
notions in graph mining algorithms [2].

Demographic Parity '—

Equality of Opportunity .—
Fairness Notions in Node Embedding Learning .—

Node Pair Distance-Based Fairness

|| Fairness Notions

in Graph Mining

Individual Fairness

Node Ranking-Based Fairness

| | Counterfactual
Fairness

Degree-Related
Fairness

Equality of Odds '-_l Group Fairness l—

Fairness Notions in Graph Clustering l—
Fairness Notions in Information Maximization '—

Fairness Notions in Graph Clustering

Recommender Systems

Application-

Specific Fairness

Knowledge Graphs
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Fairness Notions and Metrics

A taxonomy of commonly used algorithmic fairness
notions in graph mining algorithms [2].

Demographic Parity

Equality of Odds

Node Pair Distance-Based Fairness

‘ Group Fairness '

Equality of Opportunity

Fairness Notions in Node Embedding Learning

Fairness Notions
in Graph Mining

Individual Fairness

Node Ranking-Based Fairness

Degree-Related
Fairness

Fairness Notions in Graph Clustering

Fairness Notions in Information Maximization
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Fairness Notions and Metrics

A taxonomy of commonly used algorithmic fairness
notions in graph mining algorithms [2].

Demographic Parity

Equality of Odds

Equality of Opportunity ._ v

Fairness Notions
in Graph Mining
Fairness Notions in Node Embedding Learning l—

Fairness Notions in Graph Clustering .—

Fairness Notions in Information Maximization

A general idea of group fairness: categorical sensitive attributes (e.g.,
gender, race) divide the whole population into different demographic
subgroups, and each group should gain their fair share of interest [3].

Fairness in Graph Mining: Metrics and Algorithms
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Fairness Notions and Metrics

» Group Fairness: Demographic Parity

Demographic Parity is first proposed in binary classification
task for tabular data in [3].

Demographic Parity is considered as achieved if the model yields the
same positive rate for individuals in both sensitive subgroups.

Female Male
A A A A A A o 6 0 O

FAARAA-NAAN
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Fairness Notions and Metrics

» Group Fairness: Demographic Parity

Demographic Parity is first proposed in binary classification
task for tabular data in [3].

Demographic Parity is considered as achieved if the model yields the
same positive rate for individuals in both sensitive subgroups.

Female Male

GRRP

T
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Fairness Notions and Metrics

» Group Fairness: Demographic Parity

Demographic Parity is first proposed in binary classification
task for tabular data in [3].

Demographic Parity is considered as achieved if the model yields the
same positive rate for individuals in both sensitive subgroups.

Female Male

FRRP-REP

: . 0
Fair in perspective of <:|
Demographic Parity.
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Fairness Notions and Metrics

» Group Fairness: Demographic Parity

Demographic Parity is first proposed in binary classification
task for tabular data in [3].

Demographic Parity is considered as achieved if the model yields the
same positive rate for individuals in both sensitive subgroups.

Female Male
. . 2 2 2 2 A 0 o 06 0 O
Fair in perspective of
Demographic Parity. @
A b i I | H’ ® 0 O
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Fairness Notions and Metrics

» Group Fairness: Demographic Parity

Demographic Parity is first proposed in binary classification
task for tabular data in [3].

Demographic Parity is considered as achieved if the model yields the
same positive rate for individuals in both sensitive subgroups.

Female Male

Fair in perspective of
Demographic Parity.

A

B |
(HNH )vs
.. : I B |
Unfair in perspective <:| Vs
of Demographic Parity.
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Fairness Notions and Metrics

» Group Fairness: Demographic Parity

Demographic Parity is first proposed in binary classification
task for tabular data in [3].

Demographic Parity is considered as achieved if the model yields the
same positive rate for individuals in both sensitive subgroups.

Criterion:
PY=1§=0)=P(Y =1|S=1)

Metric:

A

App=|PY =1|8§=0—P(Y =1|8=1)
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Fairness Notions and Metrics

» Group Fairness: Demographic Parity

Interesting take-away points:
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Fairness Notions and Metrics

» Group Fairness: Demographic Parity

Interesting take-away points:

(1) Demographic Parity is defined in binary classification
task for tabular data [3], and there should be categorical
sensitive feature(s);
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Fairness Notions and Metrics

» Group Fairness: Demographic Parity

Interesting take-away points:

(1) Demographic Parity is defined in binary classification
task for tabular data [3], and there should be categorical
sensitive feature(s);

(2) In classification, it does not consider the ground truth
labels. Consequently, enforcing demographic parity may
lead to sacrifice on utility (e.g., classification accuracy)
in practice;
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Fairness Notions and Metrics

» Group Fairness: Demographic Parity

Interesting take-away points:

(1) Demographic Parity is defined in binary classification
task for tabular data [3], and there should be categorical
sensitive feature(s);

(2) In classification, it does not consider the ground truth
labels. Consequently, enforcing demographic parity may
lead to sacrifice on utility (e.g., classification accuracy)
in practice;

(3) Recent works on fairness have extended this notion to
other settings, including link prediction [4, 5] and
scenarios with continuous sensitive feature(s) [6];
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Fairness Notions and Metrics

e Group Fairness:
Equality of Odds [7] vs. Equality of Opportunity [7]
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Fairness Notions and Metrics

e Group Fairness:
Equality of Odds [7] vs. Equality of Opportunity [7]

Equality of Odds: the positive rate are enforced to be the
same between demographic subgroups conditional on the
ground truth class labels.

PY =18=0Y=9)=PY =1S=1,Y =y)
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Fairness Notions and Metrics

e Group Fairness:
Equality of Odds [7] vs. Equality of Opportunity [7]

Intuition: to enforce the true positive rate (right and beneficial
results) and false positive rate (wrong but beneficial results) to be
the same across groups;

Fairness in Graph Mining: Metrics and Algorithms



Fairness Notions and Metrics

e Group Fairness:
Equality of Odds [7] vs. Equality of Opportunity [7]

Intuition: to enforce the true positive rate (right and beneficial
results) and false positive rate (wrong but beneficial results) to be
the same across groups;

Equality of Opportunity: the positive rate are enforced to
be the same between demographic subgroups conditional on
the positive ground truth class labels.

P(Y=18=0Y=1)=PY =1S=1,Y =1)

Fairness in Graph Mining: Metrics and Algorithms



Fairness Notions and Metrics

e Group Fairness:
Equality of Odds [7] vs. Equality of Opportunity [7]

Intuition: to enforce the true positive rate (right and beneficial
results) and false positive rate (wrong but beneficial results) to be
the same across groups;

Intuition: to enforce the true positive rate (right and beneficial
results) to be the same across groups;
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Fairness Notions and Metrics

e Group Fairness:
Equality of Odds [7] vs. Equality of Opportunity [7]

Equality of Opportunity is more widely studied in graph
mining tasks, e.g., node classification.
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Fairness Notions and Metrics

e Group Fairness:
Equality of Odds [7] vs. Equality of Opportunity [7]

Equality of Opportunity is more widely studied in graph
mining tasks, e.g., node classification.

Criterion:
PY=18=0Y=1)=PY =1§=1,Y =1)
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Fairness Notions and Metrics

e Group Fairness:
Equality of Odds [7] vs. Equality of Opportunity [7]

Equality of Opportunity is more widely studied in graph
mining tasks, e.g., node classification.

Criterion:

PY=18=0Y=1)=PY =1§=1,Y =1)
Metric:
Ago=|P(Y=1|Y=1,5=0)

A

_P(Y=1|Y=1,8=1)
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Fairness Notions and Metrics

e Group Fairness:
Equality of Odds [7] vs. Equality of Opportunity [7]

Equality of Opportunity is more widely studied in graph
mining tasks, e.g., node classification.

Criterion:

PY=18=0Y=1)=PY =1§=1,Y =1)
Metric:
Ago=|P(Y=1|Y=1,5=0)

A

_P(Y=1|Y=1,8=1)

Equality of Opportunity has also been extended to tasks other
than node classification, e.g., edge prediction [4, 8].
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Fairness Notions and Metrics

 Another critical fairness notion in graph mining:
Individual Fairness.

Node Pair Distance-Based Fairness

Node Ranking-Based Fairness

' Individual Fairness '\

Fairness Notions in Graph Clustering

Fairness Notions
in Graph Mining

A general idea of individual fairness: similar individual should
receive similar output from the graph mining algorithms [9].
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Fairness Notions and Metrics

e Individual Fairness:
(1) Node Pair Distance-Based Fairness [10]

For any pair of node, this fairness notion enforces the output
distance to be smaller than a scaled input distance -
which is consistent with the general idea of “similar individual
should receive similar output”.
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Fairness Notions and Metrics

e Individual Fairness:
(1) Node Pair Distance-Based Fairness [10]

For any pair of node, this fairness notion enforces the output
distance to be smaller than a scaled input distance -
which is consistent with the general idea of “similar individual

should receive similar output”.

Mathematically, we have
Di(f(x), f(y)) < LDa(x,y) V (x,y)  L:Lipschitz Constant
Output distance  Input distance

In practice, we enforce the following inequality

. 1 vl 12 €
YT =YL I < g

Vi,j=1,..,n
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Fairness Notions and Metrics

e Individual Fairness:
(2) Node Ranking-Based Fairness [11]

Ranking list from Sy Ranking list from Sg

u u u u u u u u u u
D OB O.HO-e-®
* v ) ) * v )
\

Node pairs Node pairs *

‘-0
\ O AN .40

® — =® Inconsistent node pairs » = = Consistent node pairs
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Fairness Notions and Metrics

e Individual Fairness:
(2) Node Ranking-Based Fairness [11]

Criterion: Given a graph G with five nodes, suppose the ranking list
that encodes the similarity between node u; and other nodes from
Sg is {u4, us, uz, us }, we say the predictions are are individually fair
for node u; if the ranking list that encodes the similarity between
u1 and other nodes from Sy is also {ug,us, uz, us }.

Metrics: average ranking similarity across all individuals, e.g., average NDCG@k [12].
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Fairness Notions and Metrics

A fairness notion tailored with graph structure:
Degree-Related Fairness.

Fairness Notions
in Graph Mining
Degree-Related
Fairness

A general idea of degree-related fairness: the degree of nodes should be
independent from the quality of their corresponding predictions [13, 14].

Fairness in Graph Mining: Metrics and Algorithms



Fairness Notions and Metrics

» Degree-Related Fairness:

TARGET NODE

l

INPUT GRAPH 0‘.
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Fairness Notions and Metrics

« Degree-Related Fairness:

TARGET NODE In graph data, a critical
l source of information is
the complementary
information between
neighbors.

INPUT GRAPH 0‘.
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Fairness Notions and Metrics

» Degree-Related Fairness:

1.8 o o
O In graph data, a critical
m : T . . .
S ., source of information is
&1 ] the complementary
§ 1.0 - information between
<% 0B neighbors.

0.6
3 1.0 4
E 0.9
-

O 08

<

L)) 0.7

(-14]

E 0.6

g 0.5 ° &

T T T
0 10 40 50

Fairness in Graph Mining: Metrics and Algorithms



Fairness Notions and Metrics

» Degree-Related Fairness:

2 12 | In graph data, a critical
S .. source of information is
&1 ] the complementary
g 10 information between
084 neighbors.
0.6
o However, graph mining
&, algorithms rely on such
2 0e information tend to yield
T o7 predictions with much
§0-6 worse quality for low-
2°57 o ° degree nodes, as they have
M 10  pegree ° 2 50 fewer neighbors.
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Fairness Notions and Metrics

« Degree-Related Fairness:

2 12 | In graph data, a critical
S .. source of information is
&1 ] the complementary
g 10 information between
aioy neighbors.

0.6
o However, graph mining
&, algorithms rely on such
2 0e information tend to yield
T o7 predictions with much
§0-6 worse quality for low-
2°57 o ° degree nodes, as they have

20 30 40 50 fewer neighbors.
Degree

Degree-Related Fairness requires that nodes should bear similar utility (e.g., node
classification accuracy) in the graph mining algorithms regardless of their degrees.

Fairness in Graph Mining: Metrics and Algorithms 5 3
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Methodologies to Mitigate Bias

 In general, there are six main categories of commonly
used techniques to improve fairness in graph mining.

Optimization with
Constraint(s)
Optimization with . :
| Reeularization | | Adversarial Learning l
Techniques for Improving
Fairness in Graphs
| Edge Rewiring | | Orthogonal Projection l
| Rebalancing l

Fairness in Graph Mining: Metrics and Algorithms




Methodologies to Mitigate Bias

« Optimization with Regularization.

Solution space

. / e
Input grap Unfallr, g Objective of prediction
~ Fau
X Downstream
—) [Algorlthm] —
t tasks

| . I
, Fairness I
: regularization :

— - e - v v el
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Methodologies to Mitigate Bias

« Optimization with Regularization.

Solution space

. / \d
Input graph Unfallrz . Gbiectivelofprediction
-~ Fai
-[Algorithnq — Downstream
t tasks

| . I
, Fairness .
: regularization :

Adding a fairness-aware loss term on the total objective function.
- Output logits-based regularization [15].
2L = Lty + A-Zair 1 Network topology-based regularization [16].

L Node Embedding-Based Regularization [17].
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Methodologies to Mitigate Bias

« Optimization with Constraint(s).

Model space
Input grap 7Unfa1rF . Objective of prediction
air

i {\ Downstream
' Model ] )

tasks

— o o ey

, Fairness :
: constraint(s) :

— o m— E— s s s s s ses ows el
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Methodologies to Mitigate Bias

« Optimization with Constraint(s).

Model space

Input graph [ontaiz Objective of prediction

Fair [\
Model ] —) {

Downstream
tasks

— o e

Fairness :
constraint(s) :

— o m— m— s s s s s ses ses sl

Adding a fairness-aware constraint on the optimization problem [18].

Most existing works formulate
min ZLtility such a constraint with the
subject to certain fairness constraint(s) performance difference on
different demographic subgroups.

Fairness in Graph Mining: Metrics and Algorithms



Methodologies to Mitigate Bias

« Adversarial Learning.

Objective of prediction

Input graph  Algorithm

4 \ .
|‘ [ Embeddin DownstreamJ
Generatoﬂ‘
l tasks
\_ Y, ! e . :
. [ Discriminator ] Predict S J i
|

Indistinguishable

A general formulation of fulfilling fairness with adversarial learning includes a
generator and a discriminator [19]:
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Methodologies to Mitigate Bias

« Adversarial Learning.

Objective of prediction

Input graph  Algorithm

\ .
Embeddin
J[Generatoﬂ‘ DownstreamJ
l tasks

Predict S J i

Indistinguishable

A general formulation of fulfilling fairness with adversarial learning includes a
generator and a discriminator [19]:

Generator: generate node embeddings for downstream tasks;

Discriminator: distinguish the embeddings between demographic subgroups;

Fairness in Graph Mining: Metrics and Algorithms



Methodologies to Mitigate Bias

« Edge Rewiring.

Objective of prediction

[Algorithm] ‘{Downslt(ream]
tasks

B 2

— e e o e e - e el
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Methodologies to Mitigate Bias

« Edge Rewiring.

Objective of prediction

"[Algorithm] ‘{Downstream]

tasks

There could be bias encoded in the network structure, and edge rewiring
aims to achieve a fairer structure for the graph mining algorithm.
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Methodologies to Mitigate Bias

« Edge Rewiring.

: Objective of prediction
|
|

"[Algorithm] ‘{Downstream]

tasks

There could be bias encoded in the network structure, and edge rewiring
aims to achieve a fairer structure for the graph mining algorithm.

An example of biased graph structure: clear

@
°? -.: Do community structure between two groups of
o el < nodes, where the membership is dependent on
phe R sensitive feature(s) [20].

Fairness in Graph Mining: Metrics and Algorithms



Methodologies to Mitigate Bias

* Rebalancing.

Rebalancing could be achieved in different ways depending on the
characteristics of the graph mining algorithms & tasks.
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Methodologies to Mitigate Bias

* Rebalancing.

Rebalancing could be achieved in different ways depending on the
characteristics of the graph mining algorithms & tasks.

Input graph Algorlthm Objective of
—————————————— BN prediction
Embeddlng Embedding!
space | space Downstream
l . Rebalancm% s - : tasks
o0 ¢
G L” ---- Y
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Methodologies to Mitigate Bias

* Rebalancing.

Rebalancing could be achieved in different ways depending on the
characteristics of the graph mining algorithms & tasks.

Input graph  Algorithm Objective of
e ——— BN prediction
1 Embedding Embedding!
', space | space Downstream
: l . . Rebalancm% [ s .. : tasks
I ® |

An example of
rebalancing in
random walk on
graphs [21]:
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Methodologies to Mitigate Bias

 Orthogonal Projection.

Orthogonal Brgj_ectlon
Input graph / 7L \
0§ Downstream
A1 or1thm
8 .' . . tasks
Embeddlngs Embedding I Projected
T S_piciz —— ! embeddings
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Methodologies to Mitigate Bias

 Orthogonal Projection.

Orthogonal Brgj_egtlon
|
Input graph / 21 \
1 Downstream
Al or1thm
‘ .[ 5 .' ‘ . tasks
Embeddlngs Embedding I Projected
| g S_picf —— ! embeddings

Intuition: if the node embeddings are projected onto the same hyper-
plane, then there will be no correlation between node embeddings and
bias (usually sensitive features).
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Methodologies to Mitigate Bias

 Orthogonal Projection.

Orthogonal projection

1
Input graph 71, \
1 Downstream
A1 or1thm
. 8 .‘ ‘ . tasks
Embeddlngs Emsbe;lc(;ing I Projected
T _p ______ | embeddings

Intuition: if the node embeddings are projected onto the same hyper-
plane, then there will be no correlation between node embeddings and

bias (usually sensitive features).

An example [22] ) Find bias directi Project embeddings onto a hyper-plane
ind bias direction. 1 9 orthogonal to the bias direction.
g Z “+ Z 1 o 55 Z|Vz| Zavg - Zavg !
Zavg Zpjas — 2 Zj =2Z;— < Z; , Zbias > Zbjas
”Zavg - Zavg|l2

Fairness in Graph Mining: Metrics and Algorithms



Outline

Methodologies to Mitigate Bias

—©

cC— o

o

Fairness in Graph Mining: Metrics and Algorithms



Existing Problems & Future Works

(1) Lack of Fairness Notions.

Can existing fairness notions help to avoid all
cases where people may feel unfair?

Fairness in Graph Mining: Metrics and Algorithms



Existing Problems & Future Works

(1) Lack of Fairness Notions.

* (2) Fulfilling Multiple Types of Fairness.

How to achieve multiple types of fairness?
Are some of the existing fairness notions in conflict with each other?

If we could achieve multiple types of fairness, will people get a stronger
sense of fairness? If not, what will be beneficial for social good?

Fairness in Graph Mining: Metrics and Algorithms



Existing Problems & Future Works

(1) Lack of Fairness Notions.
* (2) Fulfilling Multiple Types of Fairness.

* (3) Balancing Model Utility and Algorithmic Fairness.

How to achieve fairness at low or no cost of utility?

f A
J2

Feasible
objective

space
Pareto-

optimal
front

>
>

i
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Existing Problems & Future Works

(1) Lack of Fairness Notions.
* (2) Fulfilling Multiple Types of Fairness.
* (3) Balancing Model Utility and Algorithmic Fairness.

* (4) Explaining How Unfairness Arises.

How to interpret why unfairness arises in graph mining algorithms?
Is the graph data biased?

Is the model biased naturally?

Fairness in Graph Mining: Metrics and Algorithms



Existing Problems & Future Works

(1) Lack of Fairness Notions.

e (2) Fulfilling Multiple Types of Fairness.

* (3) Balancing Model Utility and Algorithmic Fairness.
* (4) Explaining How Unfairness Arises.

* (5) Enhancing Robustness of Algorithms on Fairness.

How would existing graph mining algorithms perform in perspective
of fairness under malicious attack?

How to achieve better robustness in perspective of fairness?

Fairness in Graph Mining: Metrics and Algorithms
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